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1. INTRODUCTION

This guide was created to introduce new users to Secure Access Rights on NXP.com and provide a brief outline on how to
access secure information (referred to as “secure files”) on NXP.com, including but not limited to documentation, design files
and software.

Secure files can be found on product pages or within the Secure Files page (My NXP Account > Secure Files). Before you
can access the Secure Files page, sign in with your NXP account and complete the secure access rights form, which can be
found on your profile. This process is described in greater detail below.

&=
]

S32K1xxMCU Family new  Receiving alerts @ My NXP Account

Overview  Product Details  Documentation  Design Resources®  Training  Support

Documentation

Helper text to see technical documentation types.

O NXP (10) @ Highly secure information about this product is available. Learn how to get access.

@® Secure Files ®

MNo information to display.

2. ACCESS LEVELS

On NXP.com, a tiered approach is used to designate the level of security required to access secure information about our
products. Information across NXP.com requires different levels of access rights, such as:

(0 )e) Ov
[ Yo ([

Public — any visitor to NXP.com Public Registered — any visitor with Secure — information that requires
can access these files. an NXP account can access this secure access rights from NXP.com
information after signing in. after signing in.
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3. HOW TO ACCESS SECURE INFORMATION

The following sections are designed to introduce users of varying familiarity with NXP to secure access rights and gaining
access to secure information. If you have not created an NXP account, please refer to section 3.1 and the related
subsections. If you already have an NXP accounts, please start at section 3.2.

3.1 New NXP Account
Creating an NXP account is the first step you must take to access secure information on NXP.com. An example below

shows what you can expect if you do not have an NXP account. Following the creation of your account, you may request
access and receive approval to view secure information.

Process to Access Secure Content for New NXP Accounts

---------------------------------- S aianel LESLEERTESPEEREESY SERERE R
Registration Account Request Access Company Verification Access Secure Content
Select to sign in where Verification Qualify with NXP to The company verification When your application is
secure information is An email is sent to receive access rights is initiated by filling the approved, the secure
available. Then choose the you requesting your to see secure Secure Access Rights content is accessible
option to register. email verification. content. form. (section 4 of this guide).

Find answers along with troubleshooting techniques for registering on NXP.com. Visit My NXP Account FAQs.

3.1.1 Register

Where available on NXP.com, click sign in to access secure information and follow the steps to create an NXP account.
The images below show the main touch points where secure content is available. For further information regarding
where to access secure information, please see section 4 of this guide.

Note: We recommend that you create an NXP account using a business email address (secure access rights will be
granted faster). You will also be asked to provide basic personal information at this point in the registration process.
Further details will be requested during the secure access rights request process.

Product overview page:

Get help from our support team and accelerate your design cycle.

NXP Mocdel Based Design Tools $32 Design Studio

S32K

Yualify with NXP 10 receive access rights 10 secure content

@ Access Secure Information About Our Products

News Jan 13, 2020 NXP Semiconductors Announces Conference Call 1o Review Fourth Quaner and Full-year 20

ABOUT NXP AREERS NVESTOR RELATIONS MEDIA CENTER CONTACT US SUBSCRIBE

Back

www.nxp.com
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Product summary page:

M S32K1xxMCU Family sew  Receling slens @ Sign in | Register
Cverview Product Details Documantation Design Resources @ Training Support GET STARTED
Documentation

Helper text 1o see echnical documentation ypes

HXP (10) @ Sign in to view your secure files.

3.1.2 Request Access

After submitting the information for your account registration, you will return to the page where you requested to see
secure information. You will see an invitation to request secure access rights on the page. Click on “Learn how to get
access” to start the process.

Note: Some files may be available because you have gained access due to a related file for which you have access or
due to a project you may be working on.

X S$32K1xxMCU Family new  Recelving alerts @ My NXP Account® Q_Search nxp.com

Overview  Product Details  Documentation  Design Resources®  Training  Support

Documentation

Helper text to see technical documentation types.

O NXP (10) @ Highly secure information about this product is available. Learn how to get access.

@® Secure Files ®

MNo information to display.
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3.1.3 Complete Profile

You will be required to provide additional information to complete your account profile and proceed with the secure
access rights request.

e Il Complete your Account | ... X+
< cC O & o %
wr
N X

Welcome to NXP

Almost there. Some additional information is needed to
access this content.

Tell us about yourself

Select hd

Business Title*

Select M

Job Description*

Select v

Company/institution Name*
Company Primary Business*
Select v

Street”

City*

3.1.4 Company Verification

You will be required to fill out the secure access rights form, which will provide us with information about your company
and your point of contact. Uploading an NDA is highly recommended to speed up the process of granting secure
access.

} { PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY MY NXP  LANGUAGE v Q

Home / Secure Access Rights

Secure Access Rights

@ Register to gain access, and view existing access, to highly secure products and files.

o GENERAL INFORMATION

Your Company's Website*

Who are you working with? (Contact)*

What are you currently designing? (Application)*

Please provide a detailed description of your target application. E.qg:
Development of an own OS for SmartMX2 P60D081 security
controller. Commercial background: Payment solution.

NDA

Already have an NDA in place with NXP? Speed up the
process of granting secure access by uploading it here.

Choose File | No file chosen

Upload pdf, png, |pg. Jpeg. Max 10 MB

www.nxp.com
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You should also provide your areas of interest for which you would like to gain secure access rights. Upon completion
of this form, you will receive a confirmation email and your application will be under review.

} { PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY MYNXP  LANGUAGE v E’

Home / Secure Access Rights
=
Secure Access Rights
@ Register to gain access, and view existing access, to highly secure products and files.
° GENERAL INFORMATION

o AREAS OF INTEREST

Select the secure (non-public) information category for which you would like to get access:*

> Processors and Microcontrollers > Sensors

> Audio > RF

> Interfaces > RFID/NFC

> Peripherals and Logic > Security and Authentication
> Power Management > Wireless Connectivity

3.1.5 Access Content

After submitting your application, you will be redirected to the page where you started the request. Your application will

show one of the three statuses listed below:

e In Progress — once you have requested secure access rights for secure information, your request is subject to
review. During this time, you will see “in progress” as the status for your request. Furthermore, you will receive an
email confirming your request was received and is in review.

e Declined —if it has been determined that you are ineligible to receive secure access rights to secure information,
you will receive an email notifying you of this decision. Please note that you may resubmit a request even if you
have been declined previously.

e Granted — if your request is approved, you have immediate access to the secure information for which you
requested secure access rights. To access secure files, select “Documentation”, “Design Files”, “Software” for
product pages, or “Downloads” for Software pages. Also, you can access every secure file for which you have

access by navigating to My NXP Account > Secure Files. For further information regarding where to access secure

information, please see section 4 of this guide.

If you are approved, you can find the secure information for which you have secure access rights under your My NXP
Account > Profile. Once your request is approved, you can request more secure access rights where available on
NXP.com. To gain more access, further verification and/or legal agreements may be required.

S$32K1xxMCU Family wew  Receving alerts @ My NXP Accoun

Overview  Product Details Documentation  Design Resources®  Training  Support GET STARTED

Documentation

Helper text to see technical documentation types

@ Access More. Additional access rights for this product are available, Request additional access.

5 of 30 documents Sortby  Relevance v

$32K1xxMCU Family - Data Sheet New

EFERENCE MANUA
$32K1xx MCU Family - Reference Manual

Pending Accoss.

More v

WWWw.nxp.com
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Your profile page displays personal information associated with your account, including your name and the contact
information you provided. You can modify your secure access rights information by clicking “Edit” to the right of the
information, as shown below. Additionally, you can view (in a product tree) a list of products for which you have been
granted access rights.

Secure Access Rights

Contact NXP Employee

Company Website nxp.com Edit

Areas of Interest Request higher or new access rights for secure Gain Access Rights
(non-public) product information.

List of Products with Granted Access Rights

Note: To access files associated with products for which you have secure access rights, visit Secure Files,
] Expand Al

> Processors and Microcontrallers » Sensors

> Audio * RF

» Interfaces > RFIDIMFC

Peripherals and Loglc Security and Authentication

Power Management Wireless Connectivity

www.nxp.com
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3.2 Existing NXP Account

Process to Access Secure Content for Existing Accounts

Sign In Request Access Complete Profile Company Verification Access Secure Content
Sign in where secure Qualify with NXP to Complete your account The company verification When your application is
information is available. receive access rights information (completion is initiated by filling the approved the secure

If you don't have an NXP to see secure may prompt for existing Secure Access Rights content is accessible
account create one. content. accounts). form. (section 4 of this guide).

Find answers along with troubleshooting techniques for registering on NXP.com. Visit My NXP Account FAQs.

3.2.1 Sign In

Where available on NXP.com, sign in to access secure information. The images below show the main touch points
where secure content is available. For further information regarding where to access secure information, please see
section 4 of this guide.

Note: It is recommended that you sign in using a business email (secure access rights will be granted faster). If you are
using a personal email account, you can request a change of email address on your Profile.

Product overview page:

Get help from our support team and accelerate your design cycle.

Freemaster NXP Model Based Design Tools $32 Design Studio
§32 SDK §32K

@ Access Secure Information About Our Products

Quality with NXP 1o receive access rights to secure content
not publicly available.

n and get access »

News Jan 13, 2020. NXP Semiconductors Announces Conference Call 1o Review Fourth Quaner and Full-year 20, Read more
!
i

r
Y

ABOUT NXP  CAREERS  INVESTOR RELATIONS ~ MEDIA CENTER  CONTACT US  SUBSCRIBE

Pilvacy | Terms of Use | Terms of Saie | Feedback 06-2020 NXP Se Juctors. Al

Product summary page:

MO $32K1xxMCU Family wew  Recelving aloris @ Sign in  Register

Overview  Product Details  Documentation  Design Resources®  Training  Support GET STARTED

Documentation

Helper text to see technical documentation types.

D NXP (10) © Sign in o view your secure files

@ secure Files ®

www.nxp.com 8
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3.2.2 Request Access

After signing in to NXP.com, you will see an invitation to request secure access rights in the page. Click on “Learn how
to get access” to start the request.

€ $32K1xxMCU Family New  Recelving alerts @ My NXP Account

Overview Product Details ~ Documentation Design Resources ® Training Support

Documentation

Helper text to see technical documentation types.

D NXP (10) @ Highly secure information about this product is available. Learn how to get access.

ecure Files ©

No information to display.

3.2.3 Complete Profile

If you haven’t, you will be required to provide additional information to complete your account profile and proceed with
the secure access rights request.

ece B complete your Account | ... X+
< c O & L) =i

X x

Welcome back to NXP

Almost there. Some additional information is needed to
access this content.

Tell us about yourself
Select v

Business Title*

Select v

Job Description™

Select v
Company/Institution Name*
Company Primary Business*

Select v

Street*

City*

www.nxp.com
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3.2.4 Company Verification

Following the completion of your account profile you will be required to fill out the secure access rights form, which will
provide us with information about your company and your point of contact. Uploading an NDA speeds up the process of
granting secure access.

N
“ A

PRODUCTS APPLICATIONS DESIGN

Home / Secure Access Rights

Secure Access Rights

SUPPORT COMPANY

@ Register to gain access, and view existing access, to highly secure products and files.

0 GENERAL INFORMATION

Your Company's Website*
Who are you working with? (Contact)*

What are you currently designing? (Application)*

Please provide a detailed description of your target application. E.g:

Development of an own OS for SmartMX2 P60DO081 security
controller. Commercial background: Payment solution.

NDA

Already have an NDA in place with NXP? Speed up the
process of granting secure access by uploading it here.

Choose File | No file chosen

Upload pdf, png, pg. jpeg. Max 10 MB

MY NXP

LANGUAGE v =

You should also provide your areas of interest for which you would like to gain secure access rights. Upon completion

of this form, you will receive a confirmation email and your application will be under review.

b Y 4
W

PRODUCTS APPLICATIONS DESIGN

Home / Secure Access Rights

Secure Access Rights

SUPPORT COMPANY

@ Register to gain access, and view existing access, to highly secure products and files.

° GENERAL INFORMATION

o AREAS OF INTEREST

Select the secure (non-public) information category for which you would like to get access:*

> Processors and Microcontrollers
> Audio

> Interfaces

> Peripherals and Logic

> Power Management

> Sensors

> RF

> RFIDINFC

> Security and Authentication

> Wireless Connectivity

MY NXP

LANGUAGE v

www.nxp.com

10


http://www.nxp.com/
https://www.nxp.com/webapp-signup/docstoreReg

NXP SECURE ACCESS RIGHTS FIRST-TIME USER REGISTRATION GUIDE

3.2.5 Access Content

After submitting your application, you will be redirected to the page where you started the request. Your application will
show one of the three statuses listed below:

e In Progress — once you have requested secure access rights for secure information, your request is subject to
review. During this time, you will see “in progress” as the status for your request. Furthermore, you will receive an
email confirming your request was received and is in review.

o Declined - if it has been determined that you are ineligible to receive secure access rights to secure information,
you will receive an email notifying you of this decision. Please note that you may resubmit a request even if you
have been declined previously.

e Granted — if your request is approved, you have immediate access to the secure information for which you
requested secure access rights. In order to access secure files, select “Documentation”, “Design Files”, “Software”
for product pages, or “Downloads” for Software pages. Also, you can access every secure file for which you have
access by navigating to My NXP Account > Secure Files. For further information regarding where to access secure
information, please see section 4 of this quide.

If you are approved, you can find the secure information for which you have secure access rights under your My NXP
Account > Profile. Once your request is approved, you can request more secure access rights where available on
NXP.com. To gain more access, further verification and/or legal agreements may be required.

SIZKLMCU Family New  Recening sieris @ My NXP Account

Overview  ProductDetalls  Documentation  Design Resources®  Training  Support GET STARTED

Documentation

Helper text to see technical documentation types.

@ Access More. Additional access rights for this product are available, Request additional access.

5 of 30 documents Sortby Relevance ~

S32K13MCU Family - Data Sheet New

Jyvsie of NYP eoftware - SY262 Ercat:

Your profile page displays personal information associated with your account, including your name and contact
information that you have provided. You can modify your secure access rights information by clicking “Edit” to the right
of the information, as shown below. Additionally, you can view (in a product tree) a list of products for which you have
been granted access rights.

Secure Access Rights

Contact MXP Employee
Company Website nxp.com
Areas of Interest Request higher or new access rights for secure Gain Access Rights

(non-public) product information.

List of Products with Granted Access Rights
Note: To Access flies ASSOCialed WIth Proaucts for which You Nave Secure Access rights, visit Secure Files

_| Expand All

> Processors and Microcontrollers * Sensors

> Audio * RF

* Interfaces » RFIDINFC

» Peripnerals and Loglc ¥ Security and

» Power Management » Wireless Conne:

11
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4. TOUCHPOINTS FOR ACCESS

There are multiple areas across NXP.com in which users can request secure access rights:
e  Through your profile
e Through a product page
e Through My NXP Account > Secure Files page (following the approval of the secure access rights form, as
described in section 3 of this guide).
e  Secure access rights direct URL

4.1 Through Your Profile

In order to gain secure access rights through your profile, navigate to My NXP Account > Profile and scroll down to the
section titled “Secure Access Rights”. Click on the “Request Access” link to start the request.

L ¥
7% PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY MYNXP  LANGUAGE ~ T__‘:‘
Profre
Hi, Jennifer Williams Proﬁle
jennifer wiliams@nxp.corr
You saned in ol Aug 15 18
L patie <
Personal Information View al | Ed
Orders
Voo First Name Jeifer
Q  Notmcaans List Narme Wiliars
O Securelies Email jennifer.williams@nxp.com
©  Racant Acthity
Password Edil
B s | Az redfiad: I
I3 Suppom Tiowars 2
2-Factor Authentication E
e !
Fy
Secure Access Rights o L Facuest aco &35
pu
I r

4.2 Through Product Pages

Secure information can be accessed from product series pages on NXP.com. To view information for which you have
secure access rights, navigate to select product pages. At the bottom of specific product series pages, you will find the
“Access Secure Information About Our Products” section with a link to request access.

Get help from our support team and accelerate your design cycle.

Freemaster NXP Model Based Design Tools S§32 Design Studio
S§32 SDK 532K

@ Access Secure Information About Our Products

Qualify with NXP to receive access rights to secure content
not publicly available.

Sign in and get access >

News Jan 13, 2020. NXP Semiconductors Announces Conference Call to Review Fourth Quarter and Full-year 20...Read more

&=
(o]

ABOUT NXP CAREERS INVESTOR RELATIONS MEDIA CENTER CONTACT US SUBSCRIBE

Privacy | Terms of Use | Terms of Sale | Feedback ©2006-2020 NXP Semiconductors. Al rights reserved
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From the product page, navigate to the Design Resources section. By selecting “Secure Files”, you will find secure

information for that specific product.

S$32KLxxMCU Family ew  Recelving alens @ Sign in / Register

Documentation

Helper text to see technical documentation types.

Overview  Product Details  Documentation  Design Resources®  Training  Support GET STARTED

NXP (10) @ Sign in to view your secure files.

ecure Flles @

4.3 Through My NXP Account > Secure Files Page

If you have an NXP account with a business email, you may have access to see the Secure Files page. If so, some

products listed in the “Product” view can have highly secure information to which you may be able to gain access. Click

on “Learn how to get access” to start your request.

]
P [ PRODUCTS  APPLICATIONS  DESIGN  SUPPORT  COMPANY MYNKP  LANGUAGE v
Secure Fles
-
Hi, Jennifer Williams Secure Files
jennifer wiliams@nxp.com . . .
Secure documentation and software for which you have secure access rights
L e
B ones
0 nNoteatons Associated files to:
S32K2 Microcontrollers for General Purpose
O secursries ww Back 1 Frod
¥ Downlats
© Recem Aty File Name File Type Flle Status
| 4 v Salace
E3  Support Tickess &1
@ Highly secure information for ths product is available. Lear 10 gat acce:
X-10 of XX files Sonby: | pewestDa
ATA SHEE
Document Titte Goes Hore
@ing Access

Following the approval of the secure access rights form, as described in section 3 of this guide, you can find secure
information for all products for which you have secure access rights on the My NXP Account > Secure Files page.

WWW.Nnxp.com
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When viewing by “Product”’, the secure files are organized by product taxonomy. You can search by product name and
filter by product or application taxonomy. Following the selection of a product, you will be prompted with a search field
and filtering options (“File Type” and “File Status”). “File Status” differentiates which files for which you have secure
access, those for which you have requested access or files for which you have been denied access.

4.4 Through Direct URL

You can access the Secure Access Rights page through a direct URL. Upon submitting your request, you will be
redirected to the My NXP Account Profile page. Following the approval of the secure access rights form, as described
in section 3 of this guide, you can request higher access if available and see the products for which you have secure
access rights.

} { PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY MYNXP  LANGUAGE v g

Home / Secure Access Rights

Secure Access Rights

@ Register to gain access, and view existing access, to highly secure products and files.

o GENERAL INFORMATION

Your Company's Website*

Who are you working with? (Contact)*

What are you currently designing? (Application)*

Please provide a detailed description of your target application. E.g:
Development of an own OS for SmartMX2 P60D081 security
controller. Commercial background: Payment solution.

NDA

Already have an NDA in place with NXP? Speed up the
process of granting secure access by uploading it here.

Choose File | No file chosen

Upload pdf, png, Jpg, jpeg. Max 10 MB

5. SUPPORT

If there is an issue with accessing your secure information while on NXP.com, please contact DocStore support.

For general questions, or support needs, please contact our support team.

Www.nxp.com
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